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A B S T R A C T   

The emerging blockchain technology is one of the most feasible solutions to decentralized and autonomous 
energy management in distributed energy systems (DESs). However, with the increase of renewable energy 
penetration in the DES, blockchain nodes will generate massive calculation tasks and cause high delay in energy 
trading. In this paper, we propose a dynamic energy management mode, which is tailored for the DES with high 
penetration of renewable energy. Firstly, a novel consensus mechanism is established by the proof of energy 
contribution. Particularly, the energy contribution value characterizes the credible transaction, emission 
reduction, demand response and system operation contribution of energy prosumers. Secondly, the model 
inversion process of blockchain SM2 encryption algorithm is simplified by using the verification data of nodes 
with high energy contribution, so as to improve the computation ability of the DES. Finally, an actual energy 
blockchain project with 300 renewable energy prosumers is analyzed as an example. The case study shows that 
this work can reduce the network delay to less than 2000 ms, which is more than double the operation efficiency 
of the energy trading in Ethereum. Moreover, by calculating the network delay under different conditions, it is 
concluded that the number of committee nodes has a greater impact on operational efficiency than the number of 
transactions in the new block and the total number of nodes.   

1. Introduction 

The greenhouse effect has become one of the most pressing problems 
in the world. According to the report of Special Report on Global 1.5 ◦C 
Temperature Rise released by IPCC, only by achieving global carbon 
neutralization in the middle of the 21st century can the extreme harm 
caused by climate change be mitigated [1]. Under this background, the 
DES represented by gas-fired electricity (GE), solar energy and wind 
energy is playing more important roles in energy structure to solve the 
conflict between energy saving and emission reduction [2]. A DES is 
usually a complex physical structure composed of multiple energy pro-
sumers [3], and has high renewable energy penetration [4]. 

A number of energy management modes have been proposed for 
DESs to improve the permeability and utilization efficiency of renewable 

energy [5,6]. The conventional centralized management modes re-
ported several drawbacks due to a high cost of communication from the 
central controller to all single equipment and these methods also pose 
the risk of single-point failures [7]. Moreover, often the existing 
decentralized energy management strategies are unable to realize the 
mutual trust of multiple stakeholders and plug-and-play of energy 
equipment [8]. With the rise of digital technology, the distributed in-
formation interaction of blockchain has stimulated new vitality for the 
energy management of DESs [9,10]. 

Blockchain has the characteristics of decentralization, openness and 
transparency, which would become a key breakthrough in the next 
round of technological innovation. However, blockchain technology has 
not been widely used due to hurdles in economics, policy and regulatory 
aspects. In terms of economics, the blockchain distributed data structure 
has brought more huge data storage capacity requirements, and 
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correspondingly more resource consumption problems [11]. Real-time 
synchronization of complete data by each node would generate a large 
amount of redundant data, which makes the blockchain economically 
inefficient for large-scale industrial applications [12]. In terms of policy, 
the decentralized characteristic of blockchain has a significant anti 
control tendency, which makes the application of blockchain technology 
by most governments still in the exploration period [13]. In terms of 
regulatory, the complete concealment of personal information by 
blockchain technology may lead to criminal activities escaping from the 
perspective of supervision [14]. Meanwhile, the blockchain smart con-
tract means “code is a rule”, and the legality and supervision mode of 
this rule are still unclear [15]. These problems have brought hurdles to 
the development and application of blockchain technology. 

The world’s first energy blockchain was born in Brooklyn, New York, 
USA. The solar power generation on the roofs of five households was 
sold directly to five other nearby households through the blockchain 
network [16]. Since the distributed energy management strategy is 
consistent with the decentralized information interaction mode of 
blockchain, more and more scholars pay attention to blockchain-based 
energy management for DESs [17,18]. For example, an integrated 
blockchain-based energy management platform was designed that op-
timizes energy flows in a microgrid whilst implementing a bilateral 
trading mechanism. This platform is being tested using a dataset from a 
real prosumer community in Amsterdam and has demonstrated to have 
certain technical advantages [19]. Several original bidding strategies for 
multi-energy trading based on a blockchain network were proposed, 

Nomenclature 

Acronyms 
DES distributed energy system 
GE gas-fired electricity 
PoEC proof of energy contribution 
NBFT non-byzantine fault tolerance 
BFT byzantine fault tolerance 
PoW proof of work 
PoS proof of stake 
DPoS delegated proof of stake 
pBFT practical byzantine fault tolerance 
dBFT delegate byzantine fault tolerance 
PV photovoltaic 
WPP wind power plant 
GPP gas power plant 
CNS committee node subgroup 
DPC data preservation contribution 
DAC data authorization contribution 
OC online contribution 
DCC data communication contribution 
CTC credible transaction contribution 
ERC emission reduction contribution 
DRC demand response contribution 
EIC energy interaction contribution 
IEC integrated energy contribution 

Variables and Parameters 
Cm committee node m 
ED energy data in a consensus 
n total quantity of committee nodes 
t minimum of committee nodes in a consensus 
t′ actual quantity of committee nodes in a consensus 
Kpublic

Ci 
public key of committee node i 

Kprivate
Ci 

private key of committee node i 
Δt upper limit of the time to deploy or execute an energy 

smart contract 
tcurrent the time to deploy or execute an energy smart contract in 

the current consensus 
tdeadline
contract deadline of the time to deploy or execute an energy smart 

contract 
sig digital signature from CNS 
Key secret key from CNS 
α1 duration of data information recovery 
α2 duration of the data preservation interval 
ΔT time difference in data preservation 
Tnow current data preservation time 
Tlast lats data preservation time 

kr influence factor of the data authorization 
QA quantity of data authorization 
QDP quantity of the data preservation 
α3 online time coefficient 
Tlastblock timestamp of the last consensus block completed 
Taddtime timestamp of the node joining the DES 
Toffline off-line time of the node 
α4 reward/punishment factor for DCC 
CTCsupplier

i,t CTC of energy supplier i in time t 
CTCuser

j,t CTC of energy user j in time t 
Qactual

i,j,t actual quantity of energy interaction between i and j in 
time t 

Qcontract
i,j,t smart contract quantity of energy interaction between i 

and j in time t 
α5 reward factor of energy supplier or user for CTC 
α6 coefficient of energy supplier for ERC 
α7 reward factor of energy user j for DRC 
en pollutant quantity of per unit energy supplier n emitted 
pn environmental treatment punishment of unit quantity n 

emitted 
Qrse

j,t energy demand response quantity of user j in time t 
α8 reward/punishment factor for ESC 
ksupplier paid fund coefficient of energy suppliers 
kuser paid fund coefficient of energy users 
Fsupplier

i,t paid fund of energy supplier i in time t 
Fuser

j,t paid fund of energy user j in time t 
Ftotal

t total fund of DES operation 
ktoken token coefficient for paid f und 
Toktotal

t total volume of token in time t 
Tokre,com

i,t token reward volume of committee node i in time t 
p public key of SM2 signature algorithm 
d random number 
G base point of SM2 signature algorithm 
Ep elliptic curve equation 
M energy message 
ZA hash value 
e, e′ hash summary 
r, s,α,β,α′

,β
′ signature parameters 

Pw hash password 
d1 and d2 random numbers 
X1, X′

1 Y1, Y′

1 elliptic curve point 
M′′ forged replaced message 
Ntot total number of energy nodes 
Ncom number of committee nodes 
γ number of transactions in each block  
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which facilitated the comprehensive utilization of renewable energy 
through free trading and real-time price [20]. In terms of energy system 
security, a provably secure authenticated keyless scheme was designed 
for energy systems. This scheme can improve the reliability of certifi-
cation and non-repudiation with blockchain technology [21]. To 
enhance the applicability of trading markets, a universal framework for 
a blockchain platform was proposed that enables peer-to-peer energy 
trading in the retail electricity market. This study further demonstrates 
the technical advantages of blockchain for distributed energy manage-
ment [22]. 

In the past 5 years, a lot of scholars around the world have devoted 
themselves to the research and practice of energy blockchain. However, 
interestingly, there has no indication of the scale implementation of 
blockchain-based energy management mode in the actual energy mar-
ket. The main reason is that the existing blockchain-based energy 
management mode cannot adapt to the DES with high penetration of 
renewable energy, and it is embodied in the following three aspects.  

(1) The existing energy blockchain technology mainly guarantees the 
atomicity of asset interaction by means of electronic crypto-
currency deployment [23]. Due to the fact that DES contains 
massive calculation tasks such as frequency, voltage and power, 
the traditional blockchain architecture cannot be directly applied 
to complex energy management scenarios.  

(2) The mainstream blockchain consensus mechanisms are designed 
for financial transactions and currency circulation. Different from 
the financial trading platform, energy management needs to 
consider power balance, renewable energy consumption, carbon 
and pollutant reduction, etc. It is necessary to establish a 
consensus mechanism for energy blockchains that are consistent 
with energy interaction characteristics.  

(3) With the increase in renewable energy penetration, energy 
management mode requires a second-level response to cope with 
the power generation uncertainty. The existing blockchain 
encryption algorithms focus on ensuring data security and rarely 
pay attention to operational efficiency. However, the network 
delay could affect the system reliability and renewable energy 
consumption. 

In this paper, we propose a dynamic energy management mode 
based on blockchain to address these gaps. This mode includes a novel 
consensus mechanism that is custom-tailored for DESs and an optimized 
encryption algorithm that can improve operational efficiency. The main 
contributions of this paper are summarized below. 

Consensus mechanism: The credible transaction, emission reduc-
tion, demand response and system operation contribution of energy 
prosumers are dynamically characterized as the energy contribution 
value, and the proof of energy contribution (PoEC) consensus mecha-
nism is established. The PoEC consensus mechanism conforms to the 
operation characteristic of DESs, and introduces the token incentive to 
ensure the enthusiasm of prosumers to participate in consensus. 

Encryption algorithm: The model inversion process of blockchain 
SM2 encryption algorithm is optimized by using consensus node group 
whose energy contribution value exceeds the threshold to verify and 
transmit energy data. The optimized SM2 encryption algorithm sim-
plifies the key management execution process, and thus improves the 
data communication efficiency of the DES. 

Feasibility analysis: The validity, anti-falsification and security of 
the dynamic energy management mode for energy blockchain are 
analyzed. The simulation test of the Brooklyn energy blockchain project 
verifies that the proposed mode can reduce the network delay to less 
than 2000 ms, which is more than double the operation efficiency of the 
energy trading system in Ethereum. Moreover, the influencing factors of 
energy blockchain operation efficiency are analyzed. 

The rest of the paper is organized as follows: Section 2 presents the 
background of state-of-the-art research on consensus mechanism and 

encryption algorithm of blockchain. The system framework is presented 
in Section 3. Section 4 explains the PoEC consensus mechanism and 
Section 5 introduces the optimized SM2 encryption algorithm. Section 6 
verifies the proposed mode based on theoretical analysis. Section 7 
simulates the operational efficiency through a case study. Finally, con-
clusions are drawn in Section 8. 

2. Background 

2.1. Consensus mechanism 

Since all states of blockchain are recorded in the global accounts, the 
consensus mechanism is the mechanism for selecting the accounting 
nodes in the blockchain network, and the mechanism for ensuring the 
correct consistency of the accounting data in the whole network [24]. 
The existing consensus mechanisms are mainly divided into non- 
byzantine fault tolerance (NBFT) and byzantine fault tolerance (BFT). 
NBFT consensus mechanisms include Proof of Work (PoW), Proof of 
Stake (PoS), and Delegated Proof of Stake (DPoS), etc. BFT consensus 
mechanisms include practical byzantine fault tolerance (pBFT) and 
delegate byzantine fault tolerance (dBFT), etc. 

PoW can be found in the Hash cash proof of work developed to limit 
denial of service attacks on Internet resources [25]. It was initially used 
for Bitcoin’s underlying architecture and can verify that the specified 
workload has been completed by reviewing the work results. This simple 
consensus mechanism can ensure the legitimacy and robustness of the 
entire blockchain system. The advantage of the PoW consensus mech-
anism is that the higher decentralization, nodes plug-and-play and the 
cost of damaging the system are huge. The disadvantage is the low 
trading efficiency, and bringing a lot of resource waste through 
computing power competition [26]. 

In order to reduce the computational difficulty, PoS consensus 
mechanism combines the number and holding time of virtual tokens 
held by nodes to form a comprehensive index. The higher this index, the 
lower the difficulty of node calculation [27]. PoS reduces the compu-
tational threshold for nodes with more tokens and increases the proba-
bility of generating new blocks. This consensus mechanism reduces the 
threshold of node performance, shortens the time to reach consensus, 
but reduces the degree of system decentralization [28]. 

The DPoS consensus mechanism generates a block by some agents, 
which are selected by each node. The selection mode does not depend on 
calculation and Token, but on reputation. Therefore, dishonest agents 
will be voted out to improve the credibility of consensus information. 
This deterministic selection of block producers allows very fast confir-
mation times, and improve the consistency efficiency of the whole 
network data [29,30]. However, this consensus mechanism sacrifices 
the decentralized model and theoretically increases the possibility of 
blockchain networks being manipulated [31]. 

The pBFT consensus mechanism was proposed by Castro and Liskov 
in 1999 to solve the problem of low efficiency in the original BFT al-
gorithm [32]. It reduces the complexity of the algorithm from expo-
nential level to polynomial level, which makes BFT algorithm feasible in 
practical system applications. Firstly, the client sends a request call 
service operation to the main node, and then the main node broadcasts 
the other copies of the request. All copies execute the request and send 
the result back to the client. The client needs to wait for f + 1 different 
replica nodes to return the same result as the final result of the whole 
operation. The difference of dBFT consensus mechanism is the whole 
blockchain network is divided into consensus nodes and ordinary nodes, 
and consensus nodes are agents selected by ordinary nodes [33]. The 
consensus efficiency of pBFT and dBFT is high. The pBFT and dBFT can 
deal with high-frequency trading volume, and basically meet the re-
quirements of commercial real-time processing. The defect is that one- 
third of the accounting nodes stop working, the system will not be 
able to run normally [34]. 

Proof of activity (PoA) is not an independent consensus algorithm, 
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but a hybrid algorithm of PoW and PoS. In the PoA consensus mecha-
nism, there can be an unlimited number of nodes, but the number of 
verifiers is limited. The node mainly synchronizes the blockchain ledger 
information, while the verifier is responsible for verifying transactions 
and packaging blocks. Due to the limited number of verifiers, the PoA 
consensus mechanism is more efficient and scalable than the PoW. 

In view of the complex physical structure and special operation re-
quirements of the energy system, some scholars have designed block-
chain consensus algorithms for the energy system. The Green PoW proof 
mechanism proposed in Ref. [35] alleviates the low efficiency of the 
PoW consensus algorithm by selecting a few miners to mine the next 
block. Ref. [36] designed a network cooperation mechanism for reach-
ing agreements based on the regional multi-energy aggregation model of 
virtual power plants. This consensus mechanism could reduce internal 
energy dispatching decision-making time in virtual power plants. A 
Proof of Benefit consensus mechanism is used in the local power market, 
which achieves power demand side response through benefit incentive 
[37]. Ref. [38] proposed a proof of credit protocol, in which credit and 
tokens are used to encourage nodes to cache and transmit more content 
in honest behavior. These efforts aim to improve the applicability of the 
consensus algorithm in the energy system by simplifying the consensus 
verification process or using incentive strategies. 

The existing blockchain consensus mechanism cannot take into ac-
count decentralization, security and scalability at the same time, and can 
only choose the appropriate consensus mechanism according to 
different application scenarios [39,40]. For example, PoW is relatively 
prominent in security and decentralization, which is suitable for high- 
value payment applications, and DPoS has the higher efficiency, but it 
is only suitable for commercial applications that require less decen-
tralization. Therefore, according to different application fields and 
technical goals, such as the energy system, it is necessary to design a 
proper blockchain consensus mechanism suitable for energy 
management. 

2.2. Encryption algorithm of blockchain 

Encryption algorithms are the plaintext file or data according to 
some algorithm processing, in order to ensure that the data is not ille-
gally stolen and read [41]. They can be divided into symmetric 
encryption and asymmetric encryption. Blockchain network mainly uses 
asymmetric encryption technology, which requires two kinds of keys, 
public key and private key [42]. Existing blockchain encryption algo-
rithms mainly include three categories: hash algorithm, zero knowledge 
proof and elliptic curve algorithm. 

The hash algorithm maps a binary value of any length into a shorter, 
fixed-length binary value, which is called a Hash. A hash is a unique and 
extremely compact numerical representation of distributed data. The 
hash algorithm is a one-way cipher system, that is, an irreversible 
mapping from plaintext to ciphertext, only the encryption process and 
no decryption process [43,44]. Decentralized computation can be real-
ized because of the determinacy and efficiency of this algorithm, and the 
security of the blockchain network is improved to a certain extent [45]. 
However, the hash algorithm needs to consume a lot of computing 
power, and network delay is high, so it is mainly used in virtual currency 
transactions such as Bitcoin [46]. 

The zero knowledge proof is the certifier cannot provide any useful 
information to verify messages, but can make the verifier believe that an 
argument is correct [47]. This algorithm has two parties, which are 
called the certifier and the verifier. The two parties follow an agreement 
and interact with each other, and ultimately the verifier will come to a 
conclusion about whether the verifier knows or has a certain message. 
The zero knowledge proof encryption algorithm has certain advantages 
in the privacy protection of participating nodes [48]. However, due to 
the complexity of this encryption algorithm, it is rarely applied to energy 
systems with complex physical structures. 

Based on elliptic curve mathematics, elliptic curve cryptography 

relies on the difficulty of the elliptic curve discrete logarithm problem 
[49]. The short key length of this algorithm makes it advantageous to 
save network broadband and node storage. Moreover, all nodes can 
select different curves in the same underlying domain, so that all users 
can perform domain operations using the same operation [50]. A reli-
able encryption algorithm is a necessary guarantee for the security of the 
energy blockchain business. Ref. [51] proposed a private key storage 
algorithm based on image information hiding and verified that this al-
gorithm can improve the robustness of the energy blockchain system. 
Aiming at the vulnerability of public blockchain networks, Ref. [52] 
proposed an identity-based encryption algorithm. This algorithm does 
not need the public key certificate to reduce energy consumption and 
improve security. Ref. [23] improved the RSA encryption algorithm to 
achieve secure data communication between multiple microgrids. These 
researches mainly focus on using encryption algorithms to enhance the 
security of energy data. However, it is worth noting that energy sched-
uling and interaction require a second level response. In particular, the 
volatility of renewable energy has put forward higher requirements for 
the data interaction efficiency of the energy system. Therefore, the 
design of a secure and efficient encryption algorithm is also a concern of 
energy blockchain technology. 

SM2 is an elliptic curve algorithm used in China, which includes 
digital signatures, key exchange, public key encryption and other fea-
tures. Compared with traditional algorithms such as RSA, this algorithm 
has higher security, faster computing speed, smaller storage space and 
lower broadband requirements [53]. The SM2 encryption algorithm is 
widely used in industrial blockchain systems, but it is still possible to 
optimize according to different application scenarios [54]. Beyond the 
state-of-the-art, in this work, we propose an optimized SM2 encryption 
algorithm for DESs that can improve system operation efficiency. 

2.3. Conclusions and objectives 

To summarize, the mechanism research on the energy blockchain 
system remains a gap since the optimized consensus mechanism and 
encryption algorithm may be absent. The existing consensus mechanism 
selects consensus nodes mainly considering the computing power, vir-
tual token and reputation, but does not combine the operation charac-
teristics and requirements of DESs. For example, the evaluation and 
selection of consensus nodes do not consider power balance, power 
generation efficiency, demand response and carbon emissions. In addi-
tion, the research on the operation efficiency of energy blockchain is 
insufficient. For the high penetration of renewable energy, it is urgent to 
develop blockchain encryption algorithm with lower network latency to 
achieve efficient scheduling of energy systems. 

To address existing technical deficiencies, we propose a novel 
blockchain-based energy management mode. This mode not only pro-
poses a consensus mechanism to dynamically select consensus nodes 
according to the energy contribution of each prosumer, but it also aims 
to make data efficient interaction through an optimized SM2 encryption 
algorithm. The idea organization and main procedures of this work are 
shown in Fig. 1. 

3. System framework 

Energy management based on blockchain can organically integrate 
DESs with digital technologies [55]. In this study, the proposed energy 
management system is divided into three layers, namely the physical 
layer, blockchain mechanism layer and application layer. The lower 
layer provides an interface to the upper layer that realizes the real-time 
dissemination of information in these architecture levels. The upper 
layer sends application requirements or information interaction in-
structions to realize the efficient operation of the DES. The hierarchical 
framework is shown in Fig. 2. 

The physical layer is the basis of the energy management system, 
which includes five main parts: electricity production, utilization, 
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transmission/distribution, metering and communication. Electricity 
production equipment is dominated by renewable energy, such as 
distributed photovoltaic (PV) and wind power plant (WPP), and also 
includes gas power plant (GPP) to ensure the stability of the regional 
power supply. Electricity utilization equipment includes all power 
consumption equipment in residents, commerce and industry, and 
electricity consumption is calculated according to the measurement 
standards of the Internet of Things. Electricity transmission/distribution 
facilities mainly refer to the distribution network, which can transmit 
electric energy from the producer to the utilization equipment. 

Electricity metering generally refers to smart meters. The smart meter is 
responsible for measuring and collecting the user ’s consumption in-
formation. After a short period of storage and simple processing, it is 
collected into the wide area network in the form of encrypted data 
packets through the neighborhood. The wide area network is respon-
sible for the communication function of the system. It generally adopts 
wireless 4G public network, and wireless 4G private network or 5G 
network can be used where conditions permit. The designed consensus 
mechanism and asymmetric encryption algorithm are integrated into 
the blockchain mechanism layer. The application layer is used to 

Fig. 1. Idea organization and main procedures of this work.  

Fig. 2. Hierarchical framework of the blockchain-based energy management system.  
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provide transaction entry for participants and managers. These appli-
cations could include P2P energy trading, energy transfer, data analysis, 
smart contract and historical data query. 

In a typical P2P trading scenario of the DES, market players include 
electricity producers, suppliers, consumers and electricity-selling en-
terprises. Electricity producers are mainly renewable energy producers 
such as PV and WPP, while electricity consumers are all kinds of users 
who actively participate in the distributed electricity market. The 
commodity of P2P energy trading is electricity. This study does not 
consider the transaction of heat load, cooling load, coal and other energy 
sources. The market organization and commodity trading process 
include 7 main steps: 

Step 1: In t slot, seller A creates t + 1 slot transaction order infor-
mation in the energy management system, and digitally signs the 
created order information. 

Step 2: The system submits the order information and signature in-
formation to the smart contract gateway, and the smart contract 
gateway calls the identity certificate to verify the signature information 
of seller A. 

Step 3: If the verification of signature A is passed, verify the saleable 
electricity quantity of seller A in time slot t + 1. Otherwise, the trans-
action request of seller A is ignored. 

Step 4: After the verification of electricity sales passes, call the P2P 
trading module to create an order block and record the information in 
the blockchain system. 

Step 5: Buyer B finds the order information to be confirmed by itself 
through the P2P trading module, and confirms it through digital 
signature. 

Step 6: If the signature is verified, the transaction voucher and order 
block information are generated. Meanwhile, bilateral account infor-
mation is updated and recorded in the energy management system. 
Otherwise, the transaction order is ignored. 

Step 7: Perform power dispatching in t + 1 timeslot according to the 
trading protocol of t timeslot, and conduct the commodity trading pro-
cess of t + 2 timeslot according to steps 1–6. 

The energy management system indicates the transaction power and 
transaction amount through the blockchain smart contract. When the 
smart contract is triggered, the traded commodity, i.e. electricity, can be 
delivered in a short time, and the corresponding settlement is auto-
matically executed immediately. This market organization ensures that 
the interests of all parties would not be damaged, and some extent avoid 
the cumbersome process of centralized settlement. 

The energy management system can be divided into six computer 
modules that include consensus mechanism module, configuration 
module, storage module, energy trading module, block validation 
module and data transfer module. The functional module structure is 
shown in Fig. 3. 

The system startup needs to read the first batch of committee lists 
and consensus mechanism parameters in the configuration module. 
When the committee nodes receive the transaction sent by prosumers in 
the blockchain network, it is necessary to verify the trading demand. 
After a validation can be added to the energy trading module, the 
trading module according to preset conditions for energy trading match. 
Prosumers who reach the transaction deploy smart contracts based on 
the parameters, and execute these contracts in the energy trading 
module. The energy trading module needs to build a relationship be-
tween the contract sender and the contract address in the storage 
module and record the address of the contract sender in the candidate 
list. After a trading complete, the system updates the energy contribu-
tion values of each prosumer. 

In the consensus mechanism module, it enters the new block gen-
eration process after the current block generation. Firstly, reading the 
trading behavior of the relevant prosumers in the storage module. Sec-
ondly, the system adds a timestamp, weight calculation and incentive 
calculation. Finally, after the historical block information is added, the 
counter is waiting to complete the instruction. When the counter timing 
is completed, the block is transmitted to the whole network through the 
data transfer module. 

The block validation module not only verifies the block header in-
formation received in the data transfer module, but also verifies the 

Timestamp Energy 
contribution 
calculation

Transaction 
packaging

Incentive 
calculation

Energy counter

Block 
construction

Digital 
signature

Committee 
selection

Timing end

Consensus mechanism module

System 
configuration

Genesis block

Configuration 
module

Ranking of candidates

State 
modification

Contract 
binding

Related account 
information update

Storage module

Verification 
transaction

Classify 
transaction

Deployment 
contract

Calling contract

Sorting 
transactions

Executing 
transactions

Energy transaction 
margin mortgage

Energy trading module

Verification 
block

Longest chain 
judgment

Block validation 
module

Block 
transceiver

Trading 
transceiver

Data transfer 
module

Block release

Energy 
transmission

Energy data 
collection

Energy supplier

Energy user

Fig. 3. Functional module structure in the blockchain-based DES.  
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executing transaction in the energy trading module. If this validation 
passes, the longest chain judgment verifies block height and weight, and 
determines whether termination information is required to be sent to the 
counter in the consensus mechanism module. 

4. Proof of energy contribution consensus mechanism 

In this section, we elaborate on the basic principles of the PoEC 
consensus mechanism, including committee nodes election, threshold 
digital signature, energy contribution calculation and the corresponding 
token incentive. 

4.1. Committee nodes threshold-signature 

The nodes in the energy management system include five categories, 
namely, ordinary nodes, candidate nodes, committee nodes, alternate 
committee nodes and regulatory nodes. Each prosumer is regarded as an 
ordinary node, and the prosumer expected to be a committee node is 
defined as the candidate node. The birth of the committee node is to deal 
with the malicious node of the BFT consensus algorithm. They mainly 
implement the consensus process and have the right to rotate out blocks. 
The committee nodes in PoEC consensus mechanism are responsible for 
data validation and transmission in the DES operation. The selection 
process of committee nodes is shown in Fig. 4. Each prosumer is 
regarded as an ordinary node, and the prosumer expected to be a 
committee node is defined as the candidate node. Moreover, some reg-
ulatory nodes for real-time supervision of the energy blockchain system 
are also set, such as the energy department, the tax department and the 
distribution network enterprises. The system dynamically calculates and 
sorts the energy contribution value of the candidate nodes. If the energy 
contribution value is greater than the preset threshold, it is elected as a 
committee node, and vice versa as an alternative committee node. The 
committee nodes are responsible for data confirmation, data interaction, 
transaction execution and other business common confirmation. When a 
committee node has the single point failure problem and cannot be 
responsible for consensus services, the alternative committee node with 
the highest energy contribution value is selected to replace it. 

During the generation of new blocks, assume that committee node 1 
first receives information that the current transaction needs to record or 
execute, including data in the current block, timestamps, hash values for 
the previous block, etc. Committee node 1 is responsible for completing 
the current block generation and transmission tasks. If the block cannot 
be generated within the unit time sequence, the current business will be 
completed by other committee nodes, and the operation completed by 
committee node 1 is regarded as invalid. If committee node 1 succeeds in 
generating a block for the current business, the voting phase for other 

committee nodes to digitally sign the block begins. After the digital 
signature is completed, ordinary nodes will track and record blockchain 
information. At the same time, regulatory nodes supervise to confirm the 
legitimacy and effectiveness of the transaction. Finally, this new block 
will broadcast over the whole network and arrange to the end in chro-
nological order, namely updating the entire energy blockchain system. 
The timing diagram of the consensus phase is shown as Fig. 5. 

The elected committee node subgroup (CNS) verifies the information 
by digital signature. The set of committee nodes lists of m consensus 
validation nodes C1,C2,⋯,Cm that are independent individuals, mutu-

ally disjoint and influence. The public–private key pair 
(

Kpublic
C ,Kprivate

C

)

of CNS is created to validate consensus data in the energy system. The 
signature would satisfy the following Eqs. (1) to (4), and the stage of this 
consensus round is completed as shown in the Eq. (5). 

{CNS} =
{

C1‖C2‖⋯‖Cm,Ci ∩ Cj = ∅
}
, (1 ≤ i, j ≤ m) (1)  

|Ci| = ni, (ni > 0) (2)  

∑m

i=1
ni = n,m ≥ 1 (3)  

Kpublic
Ci

(ED, ti, ni) =

{
True, if ni ≥ t’

i ≥ ti

False, otherwise
(4)  

Kpublic
C (ED, t1, n1;⋯; tm, nm; t, n) =

{
True, if ni ≥ t’

i ≥ ti and
∑m

i=1
ti ≥ t

False, otherwise
(5) 

Nodes involved in a consensus data validation in CNS digitally sign 
the information. The digital signature of t’ can be mathematically rep-
resented by Eqs. (6) and (7). If the following conditions are satisfied 
simultaneously, these energy data form a new block. Otherwise, it ig-
nores the energy data. 

tcurrent ≤ tdeadline
contract − Δt (6)  

Traceability(ED,Key, sig) == 1 (7)  

4.2. Energy contribution calculation 

The energy contribution value comprehensively considers the oper-
ation contribution of each prosumer in blockchain data communication 
and energy interaction behavior. In blockchain data communication, the 
contribution value is calculated according to three aspects including 
data preservation, data authorization and node online. On the other 
hand, energy trading in the DES is as important as data communication 
in the blockchain. The energy interaction contribution of prosumers 
considers the credible transactions, emission reduction and energy de-
mand response. The calculation process of energy contribution value is 
shown in Fig. 6. 

The data preservation is the basis for the energy blockchain opera-
tion. The more nodes are stored, the more comprehensive information is. 
It can better reflect the value of blockchain distributed database and 
improve the robustness of energy management system. Therefore, the 
PoEC takes data preservation as a contribution, which can better pro-
mote the data preservation and maintain the robustness. Data preser-
vation contribution (DPC) can be calculated from Eqs. (8) to (10). 

The reasons for considering data preservation as a contribution are as 
follows: First, data preservation is the basis for the operation of the 
entire energy system, and plays an obvious role in energy dispatching, 
trading and settlement. Secondly, in the actual operation stage, the 
preservation of other users’ data can earn a certain commission, which 
can be used as a cash incentive to maintain the blockchain system. 
Finally, the more nodes preserve data, the less likely the data will be lost 

Ordinary nodes

Candidate nodes

Regulatory nodes

Committee nodes

Alternative 
committee nodes

Vote by ballot Contribution 
calculation

Fig. 4. Election procedures of the consensus committee nodes.  
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or tampered with. Like other energy contribution values, DPC is calcu-
lated by the elected committee nodes and maintained by all nodes in the 
system. 

DPC =
∑n

1
α2 • ΔT2/α1 (8)  

{
ΔT =

̅̅̅̅̅
α1

√
,ΔT >

̅̅̅̅̅
α1

√

ΔT = ΔT,ΔT ≤
̅̅̅̅̅
α1

√ (9)  

ΔT = Tnow − Tlast (10) 

The data authorization regulates the behavior of both sides of data 
communication by generating new transaction information. To a certain 
extent, the more the number of node data authorization is, the higher the 
contribution value is. Moreover, the data authorization can promote the 
data flow between energy prosumers and ensure the normal operation of 
the DES. Therefore, this consensus mechanism counts the data 

authorization contribution (DAC) as a contribution. The system rewards 
DAC according to the influence of data, and it can be calculated from Eqs 
(11) and (12). 

DAC =
∑n

1
α2 • ΔT2/α1 +(kr)3 (11)  

kr = QA/QDP (12) 

The node online is the guarantee of the stable operation of the energy 
blockchain network, and the system can work normally when not less 
than a certain number of nodes are online. The more nodes remain 
online, the higher the security and stability of the energy blockchain 
network, and the lower the probability of malicious tampering with 
data. In addition, the node online can promote energy interaction of 
prosumers, and increase energy trading volume and transaction value. 
The contribution value of node online can be calculated according to Eq. 
(13). 

OC = α3 • (Tlastblock − Taddtime − Toffline) (13) 

Based on the above equations, the data communication contribution 
(DCC) can be summed up by DPC, DAC and OC, and the corresponding 
reward/punishment factor α4 can be introduced for calculation. α4 starts 
with a value of 1 and is fine-tuned according to the actual operation of 
the DES. For example, when the system needs to be more heavily 
regulated, α4 is slightly increased for over-fully authenticated users. The 
DCC can be obtained from (14): 

DCC = eα4 • (DPC +DAC +OC) (14) 

Hence, 

DCC = α4

[

2 •
∑n

1
α2 • ΔT2/α1 +(kr)3

+α3 • (Tlastblock − Taddtime − Toffline)

]

(15) 

Energy transaction is the basic attribute of DESs and the basic con-
dition of energy production and transmission. When two parties in an 
energy transaction sign a smart contract, one party fails to perform the 
transaction in accordance with the contract, resulting in economic losses 
for the other party. When the actual electricity provided by the supplier 
is lower than the contract within a certain period of time, the energy user 
will purchase the shortage of power from the grid. Power grid prices are 
generally higher than contract prices, causing economic losses to these 
users. On the other hand, if the actual energy consumption of the buyer 
is lower than that of the contract, the power provided by the seller 
cannot be fully utilized during this period, which causes economic losses 
to the seller. Therefore, the credible transaction contribution (CTC) 
ensures energy and financial interaction in the DES. The CTC of energy 
suppliers and users can be calculated from Eqs. (16) and (17). 

Fig. 5. Timing diagram of the consensus phase.  

Total energy 
contribution value

Data preservation 
contribution (DPC)

Data communication 
contribution (DCC)

Energy interaction 
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Data authorization 
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Data communication 
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Credible transaction 
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Emission reduction 
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Fig. 6. Calculation process of energy contribution value.  
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CTCsupplier
i,t =

⎧
⎨

⎩

CTCsupplier
i,t− 1 + α5 • Qactual

i,j,t ,Qactual
i,j,t ≥ Qcontract

i,j,t

CTCsupplier
i,t− 1 ,Qactual

i,j,t < Qcontract
i,j,t

(16)  

CTCuser
j,t =

⎧
⎨

⎩

CTCuser
j,t− 1 + α5 • Qactual

i,j,t ,Qactual
i,j,t ≥ Qcontract

i,j,t

CTCuser
j,t− 1,Qactual

i,j,t < Qcontract
i,j,t

(17) 

Compared with traditional fossil fuels, renewable energy sources 
such as PV and WPP do not emit pollutants in energy supply. Emission 
reduction contribution (ERC) is a reward for these renewable energy 
prosumers to reduce the impact of DES on the environment. In order to 
flexibly calculate the ERC of different energy systems, this study in-
troduces corresponding environmental governance punishment to 
different fossil energy suppliers. The punishment is based on the 
pollutant emissions of fossil energy and the environmental treatment 
cost of the pollutant, and there is no punishment to the renewable en-
ergy suppliers. The ERC of energy supplier i can be calculated from Eq. 
(18). 

ERCsupplier
i,t = α6 • Qactual

i,t −
∑N

n=1
(e1 • p1 + e2 • p2 +⋯+ en • pn) (18) 

Energy demand-side response can suppress unstable power load to a 
certain extent and improve the utilization efficiency of renewable en-
ergy. Therefore, the PoEC consensus mechanism introduces the demand 
response contribution (DRC), and the calculation is as follows: 

DRCuser
j,t = α7 • Qrse

j,t (19) 

Based on the above equations, the energy interaction contribution 
(EIC) can be obtained by CTC, ERC and DRC. The ESC is calculated by Eq. 
(20). 

EIC = eα8 • (CTC+ERC+DRC) (20) 

Hence, the integrated energy contribution (IEC) of each prosumer in 
the DES can be obtained from Eq. (21). 

CTCuser
j,t =

⎧
⎨

⎩

CTCuser
j,t− 1 + α5 • Qactual

i,j,t ,Qactual
i,j,t ≥ Qcontract

i,j,t

CTCuser
j,t− 1,Qactual

i,j,t < Qcontract
i,j,t

(21)  

4.3. Token incentive 

The blockchain token incentive is used to reward the committee 
nodes to improve the enthusiasm of prosumer to participate in 
consensus. Token is a negotiable proof of encrypted digital rights in 
blockchain networks and it means to maintain the benign operation of 
the system. Bitcoin digital currency firstly adopts the token mechanism, 
which uses the orderly increase method to avoid the digital currency 
inflation and promote the stable operation of blockchain network. En-
ergy blockchain needs to provide stable value proof for the energy 
contribution of the committee nodes to ensure the credible interaction 
between prosumers. Therefore, this section designs the anchor mecha-
nism between the entity assets and the token, and uses the token to 
incentivize the committee nodes. 

Blockchain token incentive can be divided into three steps. First, all 
prosumers are regularly paid corresponding funds to maintain the basic 
cost of the energy interaction in the DES. These funds are like the “grid- 
through fees” in the distributed power market, and the larger the energy 
supply and demand, the more the funds paid. Secondly, the total token 
of the energy blockchain network is linked with the funds to make it 
dynamically change in a certain proportion. Then, every other period of 
time, such as one day, each committee node can automatically obtain 
the tokens based on the energy contribution value and obtain the cor-
responding funds according to the amount of token acquisition. Finally, 
each prosumer pays the corresponding funds according to the energy 
supply and demand to maintain the DES operation overhead in the next 

timing. The blockchain token incentive process is as follows: 

∑N

t=1
Fsupplier

i,t =
∑N

t=1
(ksupplier • Qactual

i,t ) (22)  

∑N

t=1
Fuser

j,t =
∑N

t=1
(kuser • Qactual

j,t ) (23)  

∑N

t=1
Ftotal

t =
∑N

t=1
Fsupplier

i,t +
∑N

t=1
Fuser

j,t (24)  

∑N

t=1
Toktotal

t = ktoken •
∑N

t=1
Ftotal

t (25)  

Tokre,com
i,t =

(

IECcom
i,t ÷

∑i=1

N
IECcom

i,t

)

⋅Toktotal
t (26)  

5. Optimized SM2 encryption algorithm 

Encryption algorithm is the key to ensure the effective transmission 
of data. In order to improve the operational efficiency of energy 
blockchain, this section proposes an optimization algorithm based on 
SM2. Firstly, the concept and basic principle of SM2 encryption algo-
rithm are described. Then, the optimizing strategy and execution 
method are expounded for simplifying the data communication process. 

5.1. SM2 signature algorithm 

SM2 encryption algorithm is the most widely used asymmetric 
encryption algorithm in China. It is an elliptic random curve cryptog-
raphy including encryption, decryption and digital signature. Due to the 
addition of elliptic random curve parameters, basis points and public 
key information, the security of SM2 in data communication is greatly 
increased [56]. Blockchain uses SM2 encryption algorithm to manage 
public and private keys and data interaction mainly includes three as-
pects: key generation, SM2 signature and signature verification [57]. 

Key generation needs to input SM2 elliptic curve parameters, 
including elliptic curve equation Ep, large prime p, base point G and 
order n of the base point. A randomly generated private key is saved and 
a public key is generated by public-private key relationship. This process 
can be obtained from Eq. (27). Where p is the public key of SM2 
signature algorithm, and it is an important basis of the encryption and 
signatures. 

p = [d]*G (27) 

The SM2 signature needs to calculate the hash value ZA that is based 
on the input numbers of elliptic curve parameters, private key and the 
energy message M. After obtaining the hash value ZA, hash summary e is 
calculated and the energy message M to be signed. Finally, calculate the 
signature parameters r and s, and output the signature (r, s). These 
processes can be obtained from Eqs. (28) to (32). 

ZA = H256(ENTLA||IDA||a||b||xG||yG||xA||yA) (28)  

e = H256(ZA||M) (29)  

X1 = (x1, y1) = [k]G (30)  

r = (e+ x1)modn (31)  

s =
[
(1 + d)− 1

• (k − rd)
]
modn (32) 

Signature verification should input elliptic curve parameters, public 
key of verifiers, energy messages and signature messages sent by the 
signing party (r’, s’). Next, calculate the message to be validated M, the 
hash summary e and t. If t is equal to 0, the message signature fails and 

L. Wang et al.                                                                                                                                                                                                                                   



International Journal of Electrical Power and Energy Systems 148 (2023) 108933

10

the information validation fails. If t is not equal to 0, then continue to 
calculate the elliptic curve point X’

1, and verify the signature is successful 
when formula (35) is true. 

t = (r’+ s’)modn (33)  

X’
1 = (x1, y1) = [s’]G+ [t’]PA (34)  

r’ = (e’ + X’
1)modn (35)  

5.2. Optimizing strategy 

Because the calculation of complex elliptic curve points is involved, 
the traditional SM2 national encryption algorithm has a high complexity 
in the encryption process, which makes the entire encryption process 
take a long time. Moreover, when the SM2 algorithm is applied to the 
DES requiring second level response, solving random number is the most 
important factor restricting energy trading efficiency. Therefore, it is 
necessary to optimize the encryption/decryption process of the SM2 
algorithm and shorten the processing time of energy transaction 
information. 

In the DES with high permeability renewable, voltage, power, elec-
tric charge and other energy data fluctuate randomly. The model 
inversion process of energy blockchain system based on SM2 would lead 
to network delay and cannot quickly manipulate a large number of 
changing energy data. Therefore, this section verifies transactions and 
data through the committee node group (CNS) dynamically selected by 
the PoEC consensus mechanism, eliminating the model inversion pro-
cess to improve data communication efficiency. The optimized data 
communication strategy is shown in Fig. 7. 

The nodes in the DES divide the public and private key pair of the 
interactive data into two parts, one part is stored locally in these nodes, 
the other part is transmitted to the CNS through the key exchange 
protocol. Each energy data communication needs to be verified by the 
CNS and the hash value after verification is calculated. The committee 
nodes cooperate to complete the digital signature. Since each committee 
node is dynamically selected according to the energy contribution value, 
the key management process does not affect the decentralization degree 
of the energy blockchain network. Moreover, the higher energy contri-
bution value guarantees the credibility and reliability of key manage-
ment. In summary, the model inversion process of SM2 encryption 
algorithm is replaced by the verification function of the CNS, which 
simplifies the encryption algorithm and key management of energy 
blockchain. 

5.3. Optimized algorithm execution 

According to the optimization strategy of SM2 encryption algorithm, 
the basic process of energy data communication is expounded from three 
aspects: key production, digital signature and signature verification. The 
elliptic curve parameters of the optimized SM2 encryption algorithm are 

Parms, and CNS is the core mechanism for consensus verification and 
key management. 

Fig. 8 shows the basic process of key production for the optimization 
algorithm. When a node initiates the energy interaction demand, this 
node is regarded as the signature initiator Signer. CNS establishes a 
temporary energy storage file for the node, and generates two random 
numbers d1 and d2 as the private key parameters of the signature initi-
ator and the CNS, respectively. Where d1 + d2 ∈ [1, n − 1], and public key 
Ps = [d1 +d2]G. Record the current timestamp for hash encryption, and 
pass the identity password Pw and Signer private key component d1 to 
Signer by key exchange protocol. 

The digital signature process of the optimized SM2 is shown in Fig. 9. 
Signer submits the hash password Pw to CNS for identity authentication. 
If the authentication fails, the signature will not be assisted and this 
message can be recorded. The node of the Signer would be treated as a 
failure or untrusted node. If the identity authentication is passed, the 
private key component of Signer is used to digitally sign the message, 
and hash summary e is calculated. In addition, a set of α, β ∈ [1, n − 1] is 
randomly generated, and the random number k is constructed with the 
private key and e. Then, the elliptic curve point X1 and the output digital 
signature (r, s, β) are calculated by the following equations. 

k = (αd1 + βe)modn (36)  

r = (e+ x1)modn (37)  

s = d1(α + er)modn (38) 

In the signature verification stage, the node that has been verified 
(the Verifier) submits hash code Pw to CNS for consensus verification. If 
the verification fails, the digital signature is not assisted and this infor-
mation is ignored. At the same time, the node is recorded as a fault node 
or an untrusted node. If the verification is successful, the digital signa-
ture (r’, s’, β’) of M can be obtained and the private key component d2 can 
be saved by CNS. At the same time, the public key in the system is used to 
verify the information signed by Signer. The basic process is shown in 
Fig. 10. The verifier needs to determine whether the incoming signature 
parameters meet the system requirements, namely (r’, s’, β’) ∈ [1,n − 1]. 
If the requirements are not met, the data communication cannot be 
validated. If system requirements are met, hash summary e and two 
intermediate parameters t’ and u’ are calculated. According to these 
intermediate parameters, the elliptic random curve point X1 can be 
obtained. Finally, whether R is equal to the value passed by Signer is 
calculated. Digital signature verification is successful if equal, otherwise 
not passed. The mathematical description can be obtained by the 
following equations. 

t’ = (s’ + β’e’ + e’d2r’)modn (39)  

u’ = e’r’modn (40) 

Committee 
node subgroup

Message sending 
node A

Message 
receiving node B

Message 
receiving node C

Energy 
supplier/user

Identity 
authentication

Fig. 7. Optimized data communication strategy.  
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CNS generates random numbers 
d1 and d2, 1 d1+d2 n-1

PA=[d1+d2]G PW=H256(T)

Cloud save PA,
d1 and PW send to Signer

Fig. 8. Key production process of the optimized SM2 encryption algorithm.  
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(x1, y1) = [t’]G − [u’]Ps (41)  

R = (e’ + x’
1)modn

{
R = r’, passed

R ∕= r’, notpassed (42) 

The optimized SM2 encryption algorithm includes two parts. For one 
thing, the original random number k value is replaced by the known 
random number sequence determined by the CNS, where all k values in 
the known random number sequence meet the initial conditions (k ∈ [1, 
n-1]). The difference between the two random number k values before 
and after the setting remains constant. For another, the k value of the 
random number encrypted twice has a certain mathematical correlation. 
This correlation is also jointly formulated by the CNS. 

The optimized SM2 algorithm has three characteristics. First, each 
time the energy data is encrypted, the CNS takes the random number k 
value from the random number sequence. The random number sequence 
is composed of a plurality of k-valued short sequences, and the first 
element of each random number short sequence is randomly generated. 
Secondly, each short sequence of random numbers has the same length. 
Finally, in each short sequence of random numbers, the difference be-
tween each two adjacent elements is the same. 

To sum up, when calculating two elliptic curve points, the point 
addition operation replaces the point multiplication operation in the 
original algorithm, which significantly reduces the computational 
complexity of the algorithm as a whole. Therefore, the optimized SM2 
encryption algorithm shortens the encryption/decryption time, thus 
improving the operation efficiency of the DES. 

6. Theoretical analysis 

This section verifies the proposed energy management mode through 
theoretical analysis, including the validity, anti-falsification and secu-
rity. PoEC consensus algorithm needs to assume that the number of 
malicious nodes in a certain slot is less than one third of the total nodes. 
Moreover, each client’s transaction request can only be authenticated 
successfully after 5 stages of management. First, execute the client’s 
request after the server reaches an agreement through two interactions. 
Then, after receiving multiple transaction requests from ordinary nodes, 
the committee nodes sort the requests and send the results to the system. 
At least two thirds of the committee nodes can send the sorting results to 
all nodes and execute the transaction request only after they have suc-
cessfully authenticated the sorting results. 

6.1. Validity analysis 

The energy management mode proposed in this study improves the 
consensus mechanism of the blockchain network, and fully considers the 
energy contribution to select a more credible node group for consensus 
verification. Since the elected committee nodes are dynamically elected 
according to their actions, the participants responsible for verifying in-
formation can be considered trustworthy. On the other hand, the in-
formation transmission is based on SM2 encryption algorithm, which 
can use an elliptic curve discrete logarithm problem to realize signature. 
Therefore, the success of digital signature needs to meet the validity of 
the signature scheme first, that is, the signature information of the 
Signer can be verified by the Verifier. 

According to the digital signature process, (r’, s’, β’) is the signature 
information transmitted by the Signer, and the elliptic curve point X’

1 
can be calculated from Eq. (43). Through the improved signature 
strategy relationship, the values of r’ and s’ can be substituted into Eq. 
(44). 
(
x’

1, y’
1

)
= [t’]G − [u’]Ps =

(
s’ + β’e’ + e’d2 r’)G − (e’r’)Ps (43)  

(
x’

1, y’
1

)
= (αd1 + β’e’)G (44) 

As long as the signature information (r’, s’, β’) is consistent with (r, s,
β) generated by the signature process of the Signer, and the message 
hash summary is the same. Therefore, Eqs. (45) and (46) are workable, 
that is, the signature verification process in the system is valid. 
(
x’

1, y’
1

)
= [k]G = (x1, y1) (45)  

R = (e’ + x’
1)modn = (e + x1)modn = r (46)  

6.2. Anti-falsification analysis 

The energy management system based on blockchain has an identity 
authentication function, especially for energy prosumers, entity 

Primary data of Signer
 (Parms, ZA, M, d1

(x1+y1)=[k]G

r=(e+x1)modn

s=d1( +er)modn

Output the signature of 
M (r, s, )

[M]=ZA M e=H256[M]

Set , [1,n-1] k=( d1+ e)modn

Fig. 9. Digital signature process of the optimized SM2 encryption algorithm.  
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t'=(s'+ 'e'+e'd2r')modn
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Fig. 10. Signature verification process of the optimized SM2 encryp-
tion algorithm. 
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authentication is needed to join the DES. The malicious attackers must 
obtain signature information through the CNS to join the system. 
Assuming the attacker is a malicious attack node in the DES, it gets the 
message (r, s, β) sent by Signer and falsifies the message M’’ to replace M 
for digital signature. The three parameters s, e and r in the digital 
signature process are known. The Attacker uses the forged replaced 
message M’’ to calculate e’’ = H256(M’’). Next, the signature calculation 
s’’ = d1(α + e’’γ)modn is forged, and (r, s’’, β) is taken as the signature 
data of M’’. After the Verifier receives the signature information (r, s’’, β), 
it verifies the signature and calculates the elliptic curve point X’’

1 . The 
falsify process can be obtained from (47). 
(
x’’

1 , y
’’
1

)
= [t’’]G − [u’’]Ps = (αd1 + βe’’)G ∕= [k]G (47) 

It can be seen that the integrity of data can be achieved by hashing 
the message. Once the data are tampered with, the hash number will 
change and invalidate the digital signature. Since the probability of hash 
conflict can be ignored, the proposed information interaction algorithm 
is an anti-falsification mode. 

6.3. Security analysis 

The security of energy management mode can be analyzed from 
three aspects, that is key confidentiality, forward/backward confiden-
tiality and node hazard resistance. 

Key confidentiality means that in an open environment, an attacker 
cannot learn any key information. In the above method, the generation 
of secret sharing is non-interactive, which means there is no secret key 
information leakage during transmission. In addition, the optimized 
strategy is the discrete logarithm problem based on elliptic key con-
struction and the SM2 large number decomposition problem. Both 
problems have been proved to be difficult, that is, no algorithm can find 
the private key in polynomial time, so this method is secure in the key 
confidentiality. 

For forward/backward confidentiality, they focus on preventing 
adversaries from obtaining new keys through old keys. In the proposed 
method, the communication keys of energy nodes are independent of 
each other. In addition, the new node independently constructs its 
communication key. Even if an attacker knows a key or subset key, an 
attacker cannot obtain another key. Therefore, this method provides 
confidentiality of backward/forward. 

Node hazard resistance is the ability to resist or tolerate attacks in the 
blockchain-based energy system. If a node wants to obtain the key of 
information transmission, it must obtain multiple sub-keys from the 
committee nodes. Only by breaking 51% and above member nodes at the 
same time can the management consensus mechanism and key 
communication. With the increasing number of energy nodes joining the 
DES, the selected committee nodes would also increase. It is extremely 
expensive to obtain authentication to join the blockchain network and 
be able to attack more than half of the nodes at the same time. Therefore, 
the method has strong node resistance and high security. 

7. Case study 

This section analyzes the operational efficiency of the energy man-
agement mode based on PoEC consensus mechanic and optimized SM2 
algorithm. Taking the Brooklyn energy blockchain project with high 
renewable energy penetration as the experimental scenario, the network 
delay of the constructed block under different conditions is simulated. 

7.1. Smart contract deployment 

In 2017, the LO3 energy company established the world’s first en-
ergy blockchain project in Brooklyn, New York. Initially, based on the 
decentralized architecture of blockchain, this project sold wealthy 
electricity from five house rooftop PVs directly to their neighbors. The 

peer-to-peer energy trading platform eliminates the participation of 
third-party intermediaries in the DES. So far, a range of energy trans-
actions including multi-party trading across 300 business and residential 
participants have used the blockchain technology. These energy nodes 
dynamically trade power and autonomous execution based on real-time 
information from the system. 

The proposed blockchain-based energy management mode is 
deployed on the Ethereum platform. Ethereum is an open-source public 
blockchain platform with smart contract function, and provides a 
decentralized virtual machine to deal with peer-to-peer contracts 
through its dedicated encryption currency. Since Ethereum provides a 
turing-complete scripting language for users to build any precisely 
defined smart contract or transaction type, we can implement the PoEC 
consensus mechanic and the optimized SM2 encryption algorithm. We 
built a simulation test environment in a computer, which has the 
configuration is as follows: CPU, Intel Core i7; memory size, 32 GB; 
operating system, Windows 10. Moreover, the computer must be con-
nected to the network and has a better broadband communication 
condition. 

The network nodes of energy management system include two cat-
egories: committee nodes and light nodes. Committee nodes adopt a 
fully connected network topology, and light nodes and committee nodes 
adopt a radial network topology centered on committee nodes. Ac-
cording to the current mainstream civil broadband configuration, the 
network bandwidth of committee nodes and light nodes is set to 100 Mb 
downlink / 20 Mb uplink. In terms of the computing power, the signa-
ture time is set to 0.1 ms, the check time is set to 0.2 ms, and the hash 
calculation rate is set to 200 MB/s. The resource management of the test 
platform can be shared remotely, so that participants can log in to the 
test platform through the network in different locations. Nodes partici-
pating in the test can come from different regions and have no distance 
requirements. With Internet technology, remote resource sharing and 
testing can be achieved as long as the participant ’s authentication is 
successful. 

We encode the underlying architecture that runs DES, including 
energy contribution calculation, token incentive, information commu-
nication, data encryption and decryption. Next, smart contracts for 
power transactions are installed and deployed on this architecture. 
Finally, three parameters such as the total number of energy nodes Ntot, 
the number of committee nodes Ncom and the transaction amount of each 
block γ are adjusted to test the developed system. The experimental 
operation interface of the blockchain network is shown in Fig. 11. 

7.2. Simulation and analysis 

The influencing factors of system operating efficiency are analyzed 
by the network delay under building blocks in different conditions. We 
fix the total number of energy nodes in DES, adjust the number of 
committee nodes and the number of transactions in each block, simulate 
and count the network delay under different states. These parameters 
are set as Ntot = 300, γ = 10,20,30, Ncom takes different values in the 
interval [20, 100] with a step size of 10. The network delay varies with 
the γ and Ncom can be shown in Fig. 12. The simulation data show that 
the number of committee nodes has a great influence on the network 
delay, and the increase proportion of network delay decreases to a 
certain extent with the increase of Ncom. On the other hand, the number 
of transactions in a block also has an impact on the operating efficiency 
of the DES. But doubling the number of transactions will only delay the 
blockchain network’s growth by a small margin. 

To analyze the impact of the total number of energy nodes on the 
operating efficiency, we fixed the number of transactions γ = 20. We 
simulate the network delay of the designed energy management system 
to build a block under a different condition: Ntot = 250,300,350, Ncom 
takes different values in the interval [20, 100] with a step size of 10. The 
network delay varies with the Ntot and Ncom can be shown in Fig. 13. The 
simulation data show that the number of participating units in the DES 
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has little effect on the operating efficiency of the blockchain system. 
Under different energy scale, the number of committee nodes always 
directly affect the operating efficiency. The main reason is that ordinary 
nodes receive data synchronously in the blockchain network, and the 
distributed information communication mode is little affected by the 
total number of nodes. Committee nodes are responsible for the verifi-
cation and proof of all data in the blockchain network. The increase of 
the number of committee nodes directly affects the operating efficiency. 

In order to verify the superiority of the proposed energy management 
mode in improving the operation efficiency of the DES, we compared the 
network delay of a new block generated by the optimized SM2 algorithm 

and the encryption algorithm of Ethereum. According to the above 
analysis, the total number of nodes in the energy blockchain system has 
little effect on the operation efficiency. Therefore, only the network 
delay under different consensus nodes and the number of transactions in 
each block is analyzed. Fig. 14 shows the system operation network 
delay of optimized SM2 and Ethereum SM2 under different conditions. 
The simulation shows that when there are fewer nodes involved in 
consensus verification, that is, when the number of committee nodes is 
less than 30, the optimized SM2 encryption algorithm makes the system 
operation network delay lower, but the effect is not obvious. With the 
increase of nodes involved in consensus verification, that is, after the 
number of committee nodes is more than 30, the optimized SM2 
encryption algorithm has more obvious effect on reducing the network 
delay of system operation. 

In order to further verify the advantages of the optimized SM2 al-
gorithm, we tested the performance of the proposed algorithm and the 
traditional algorithm on the Hyperledger Caliper platform. Hyperledger 
Caliper is a convenient and easy-to-use blockchain performance testing 
tool developed by Huawei and contributed to the Linux Foundation. It 
supports users to use predefined cases to test the performance of various 
blockchain applications and obtain a set of detailed performance test 
results. The Brooklyn energy blockchain project is also taken as the 
background, and the number of total energy nodes and committee nodes 
is set to the maximum, that is Ntot = 300 and Ncom = 300. Five rounds of 
tests were conducted for the energy P2P transaction function. Fig. 15 
shows the transmission efficiency and throughput under different 
encryption algorithms. The test results show that the transaction 
transmission efficiency of the optimized SM2 algorithm is 7.84% higher 
than that of the basic SM2 algorithm. The transaction throughput 
increased by 38.2%. This is because the encryption/decryption process 
has no obvious impact on transaction transmission, but it can simplify 
the key solving process to improve the throughput of energy data. 

It is necessary to further explain the simulation. As the quotation, 

Fig. 11. User interface of the energy management experiment.  

Fig. 12. Network delay in different γ and Ncom.  

Fig. 13. Network delay in different Ntot and Ncom.  

Fig. 14. Network delay in optimized/basic SM2 encryption algorithm.  
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settlement and whether to send transaction requests of each node are 
independently determined by itself, that is, they are submitted to the 
system after distributed decision. Therefore, the distributed behavior of 
each node will not affect the performance test. Theoretically, the system 
performance of simulation analysis is consistent with that of distributed 
energy management. 

8. Conclusion 

A dynamic energy management mode based on blockchain has been 
presented. It aims at providing a simple but practical mode for the DES 
with high penetration of renewable energy, in order to improve the 
applicability of blockchain technology in the energy field. The proposed 
mode and its novelties can be summarized as following:  

(1) This paper tailors a blockchain consensus mechanism for the DES 
with high penetration of renewable energy. The consensus 
mechanism introduces the energy contribution value to quantify 
six operating characteristics, including data communication and 
energy interaction.  

(2) An optimized SM2 encryption algorithm is introduced into the 
energy management mode, which simplifies the model inversion 
process and improve the computation ability. Through theoret-
ical analysis, the validity, anti-falsification and security of the 
proposed mode are proved.  

(3) The case study shows that the optimized algorithm can reduce the 
network delay to less than 2000 ms, which is more than twice as 
efficient as the traditional SM2. Moreover, the larger the number 
of committee nodes, the more obvious the improvement of 
operation efficiency. Lower network delay improves energy 
management efficiency and helps deal with the uncertainties of 
high permeability renewables.  

(4) The influencing factors of energy blockchain operation efficiency 
are analyzed. The number of committee nodes has a great influ-
ence on the network delay, and with the increase of committee 
nodes, the proportion of network delay increases decreases. The 
number of transactions in the new block also affects the network 
delay, but doubling the number of transactions will only slightly 
increase the network delay. In addition, the total number of nodes 
in the system is not strongly correlated with network delay. 

The large-scale use of blockchain technology in the energy field also 
requires attention to non-technical factors, of which the regulatory issue 
is one of the most noteworthy issues. Government departments or 
trusted institutions need to monitor all prosumers in real-time through 
technical means. It is also necessary to formulate corresponding regu-
lations to ensure the orderly operation of the distributed energy market. 

Meanwhile, it is also necessary to formulate engagement inventiveness 
measures to enable all stakeholders to actively participate in the energy 
blockchain system. The expansion of market scale can further promote 
technological progress. 

Future works should be focused on the practical application of this 
energy management mode and verify its advantages in improving en-
ergy system efficiency, economy and emission reduction. Moreover, we 
would expand the novel consensus mechanism in the field of integrated 
energy systems and multi-energy markets. 
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